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Military Intelligence
DIRECT SUPPORT COMPREHENSIVE COUNTERINTELLIGENCE PROGRAM (DSCCP) (49))]

"1. (U) REFERENCES: See APPENDIX A.

2. {D) PURPOSE: This pamphlet establishes pelicy, guidance, and standard-
“ ized procedures for the conduct of all-source, multi~discipline ccunterintel-
& ligence support within the 9024 MI Group's area of operation.

3. (U) GENERAL:

a. The Commander, 902d MI Group, has the responsibility to notify
commanders of Army installations and units in the group's area of operation
when:

{1) Any situation or condition exists that poses a threat to the .
internal security of that Army element.

' (2) BAny situation exists that might adversely affect the cormander's
capability to perform his mission. -

(3] Information indicates a probable employement of military resources
to counter a threat to the installation.

In order to acquire information of situations or conditions that may pose a >
threat to the supported commander, field elernents must aggressively seek it

and not wait for it to be reported through normal sequence of events. This

is particularly essentia)l for those units/installations- declared to be crit- -
ical sensitive.

b. The DSCCP is one of a series of graduated intensity counterintelli-~
gence programs designed to provide the proper coverage based on the security
vulnerability of a particular installation. 1In relationship to other gradu-
ated counterintelligence programs listed in USAINTA Regulation 381-100, the
DSCCP would, in certain instances, serve as a means of identifying the need
for programs of greater intensity such as SVAs, or SAVEs, or, in other in-
stances, may serve as follow-up support subsequent to such intensified
services. It provides the broad spectrum of coverage to include a multi-
discipline approach with provisions that the information gathered be report-
ed expeditiously to the responsible commander. The program systematically
focuses on providing threat information on the most critical area within
the target installation in order to provide the required information to ths

supported commander. gé} - L ODE USAINYTD
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c. This program is not synonymous with, nor is it identifiable
: with, the Ipternal Counterintelligence Program, Special Operations as
y defined in FM 30-17a, or the Special Covert Operational Personnel Insertion
{SCOPI) as defined in USAINTA Regulation 381-100.
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4. fU) Qﬂ!CEPTz ‘% o
= &
!be Dimt quport coaprehensiva Counterintelligence Program
Jm) h‘m overt, dodicated mtegntellz.geme Security support
progran %th the ob]ective of detectisg or anticipating situations and
twmnm any souxrce tmmn/smm]mm) sihich are or may become
Qg&w to ‘thé segurity postnng the supported installation. It
& Blxect 8q;port Special Agemt (DSSA) in an overt continuous
“of apguiring "Information and providing it to the commander in a
s ly manney, whils concurrently providing sound recommendations for »
“the reduction and/or elimination of security hazards, vulnerabilities on e

threats posed by hostile factors. ~_:
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i b. The DSSA obtains the regquired information from overt investi-
gative activities and from a number and variety of sources and contacts
within and in the vicinity of the supported installation. Confidential
sources are not utilized. He is fully supported in this task by the
intervening echelons at Field Offices, Group, and USAINTA.

c. The DSCCP is a complementary service provided to the supported
comnander to assist him in improving the security posture of his instal-

_ b, lation. It is not intended.to duplicate nor to usurp the functions and

13 1 responsibilities of the G-2 or of the Security Manager.

3 5. (U) RESPONSIBILITIES:

% ) ~
b t a. The Commander, 9024 MI Group, is the approving autbority for all

DSCCP operations conducted within the group's area of operation.
b, The 83, 902d MI Group is responsible for the following:

) {1) Coordinating the selection of units/installations as candi-

v dates for DSCCP with the appropriate USAINTA staff elements.

! -

(2) Monitoring DSCCP operations om a contimuing basis and periodic- :
ally inforning approprlate ‘USAINTA staff elements of their progress. e

~IYTE - iy

’ - ..{3} ~Conducting an annual review of each DSCCP operation to deter-
mine if it is still necessary and if s0, to asure that it remains viable.

- é. P;eld 0ff1cer Comanders are responsible for the following:

!
i 1) In1t1at.1ng proposed DSCCP operations for installaticns located
within their areas of operation. -

I . ' ”2 ) | 864
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(2) Conducting DSCCP operations within their area after approval by
the Group Commander and coordination with the supported commanders.

. (3) Designating the DSSA for each DSCCP operation, providing follow-
?‘ up support, and arranging for DSSA clearance and access to compar tmented
- information as reqnlred

Y.

{4) Brieflng of the supported commanders on the results of DSCCP
" operation at regular intervals per mutual agreements.

I {5) Establish procedures to maintain ocontinuity of the program

i.-' T Téuring lbcences of the DSSA. When possible, an alternate DSSA will be
%ﬁw :
4 assigneds..

A[!‘l!’ PBDCEDURBS AND SCOPE:

E a. (U) fThe designation of installations or Army elements as can-
didates for the DSCCP will be a coordinated action between the tield

Of fice Commander and the supported commander. In some cases,.the action
may be directed by the Group Commander or USAINTA following a request for
special counterintelligence support from a major commander. Regardless
of the origin of the regquest, DSCCP operations will always be conducted
with the full consent and knowledge of the supported commander.

b. The selection of installations to be considered for the

- DSCCP must be discriminatory and based on a genuine need for this man-
power intensive service in order to avoid over-commitment of assets.
The target installation must be one that is on the ACSI Sensitive
Installation and Unit List (SIUL) and one that is a potential or actual
target of hostile intelligence services. It is recognized that scme
field offices and resident offices have numerous sensitive installa-
tions in their area, many of which may be categorized as critical.
Therefore, it is essential that each FO/RO maintain a listing of these
installations in order of priority. In determining - the order of prior-
ity, factors such as mission sensitivity, and impact of compromise on
the security of the United States, etc., will all have to be analyzed
and a value judgement must be made based upon actual knowledge of the
local conditions, as to which installation has a greater need for special
support. The installations heading the list will get first consideration.

- c.(n. Proposed concept will be submitted to the Group Commander
by letter for approval. The letter will indicate the installation com-
mander's concurrence in the program. The concept will contain a listing

oo -of missions, sensitivities, -and those internal and external factors which
may pose a threat to the installation. Vulnerabilities to human sources,
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communications intercept, overhead and ground photography, and other appro-
priate technical/scientific factors will be included if known. This infor-
mation will be extracted from the target analysis (Para 7a) or from the
SVA if one has been completed. The concept must address actions to be
taken to detect and counter these threats.

4. (U) Occasional expendxtures of ICF in support of this program is
authorized and will be processed in compliance with the provisions of AR
381-141 and GSAINTA Reguiation 381-1, Recurring expenditures will be sup-
Pported by a formal reguest for authority if such expenditures are antici-
pated.

) .J:iflg

B [L)] “ehe conduct of investigations of and storage of inforxmation
concerninq persons and organizations not affilidted with the Department
‘of Defense are prohlblted unless authorized under the provisiors of AR

380-13.
n?(!‘lﬁ' GUIDELIMES:

The actions listed below are considered to be minimum essential for the
implementation of this program and are not to be considered as all-encom-
passing. They should be modified as appropriate to meet situations and
needs peculiar to the supported installation. Common sense and experience
will likely dictate additional or supplementary means to be employed in
order to successfully attain the objective.

a. (U) cConduct a target analysis of the unit/installation to iden-
tify, in order of priority, the most critical and vulnerable areas and the
multi-discipline threats to which they are exposed. Reference will be
made to the following: USAINTA Security Support Bulletins, "THREAT" Man-
uals, completed SVA/SAVE Reports, CI Survey and Inspection Reports, PM/MP
Crime Statistics and Incident Reports, and Communications Security Reports,
when available and applicable. The original copy of the analysis will be
maintained at the FO/RO level. Appropriate data will be extracted and
included in the initial Quarterly Progress Report. The analysis should
be reviewed and updated periodically in subsequent Quarterly Progress
Reports.

b. (0) Assign a mature, experienced MI Special Agent as a Direct
Support Special Agent {DSSA) to provide all-source direct support to the
supported commander or his designated representative, The DSSA must be-
come intimately knowledgeable of the supported command's mission, func-
tions, security status and vulnerabilities. As the program will be
overt in nature, the DSSA will be known as the primary USAINTA point of
contact to all within the supported units/installations., The DSSA will
require a TOP SECRET clearance and an S1/SAQ0 special access.
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c The task of the DSSA is to develop a sufficien: number
of source€ of information to provide the best possible coverage to the
unit/installation and personnel of the element to detect security wvul-
nerabilities, and make sound recommendations for their reduction and/or
elimination. The DSSA should work closely with the security manager to
coordinate appropriate matters and to avoid duplication of effort. How-
ever, care should be taken not to duplicate or usurp functions and re-
sponsibilities rightfully assigned to the security manager.’

{1) Human sources of information will include Conventional Sources
{Incidental, Casual, and Official) anpd Liaison Contacts as described in
Chapter 6, FM 30-17. Confidential Human Sources will not be utilized.
Anonymity may be provided through the provisions of the Privacy Act of
1974 when the source so requests. The association between the DSSA and

. Conventional Sources or Liaison Contacts will not normally be classified.

(2} Maximum use will alsoc be made of Documentary and Technical/
Materiel Sources to include, but not be limited to, SATRAN Messages,
Department of the Army intelligence publications and/or bulletins;

USAINTA Security Support Bulletins and "THREAT" Manuals; SAVE/SVA re-

ports; Military Police Reports, and Serious Incident Reports. Special
attention should be paid to message traffic concerning alerts, advisor-
les or warnings concerning events or situations affecting the supported
cormand. ’ ’

d. A contact card file will be maintained at the supporting
office to identify conventional sources and liaison contacts. This file
will be integrated into the existing contact card file already established
for use in the routine mission of the FO/RO. It must be readily available
for DSSA personnel at all times. Individual cards will be annbotated
when the contact is in support of a specific DSCCP operation. L1ACs will
be conducted on casual sources with the results reflected in the contact
card file.

(%) Consideration should be given to conducting a system-

atic review of the dossiers of personnel occupying key and sensitive
positions to insure that all such personnel have been properly cleared
and to determine if unresolved security matters exist. This issue will
be discussed with the supported commander if such a review is deemed
necessary, the DSSA should recommend that the commander undertake the
action. If the commander requests that the review be conducted by the
DSSA, then the matter will be referred to group headquarters where re-
solution will be made in conjunction with the appropriate USAINTA staff
elements. The DSSA may assist the supported command in the review of
dossiers but may not take any investigative action to resolve issues.
He will advise the supported command to suhmit requests to USAINTA when-
ever investigative acticn is indicated.

Lt e
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f@ Reporting of Information:

{1) (uU) To the local commander: Information of counterintelligence
interest affecting the security posture of the unit/installation will be
reported to the supported commander or his designated representative in
a timely and complete manner. The information may be reported orally,
by Agent Report format, or by Summary of Information (SOI) format, as
appropriate. While most items of information will be passed on an
oral basis only, there may be certain instances when the commarder will
desire written reports from the DSSA to be later attached as backup
information to his Request for Investigation. In these instances, ARs
containing the adverse allegation may be passed when the full consent of
the sources of the information has been obtained. However, when a
gource of information desires confidentiality, to protect the source,
the DSSA can then pass in the information only on an oral basis or by

- 80T format. Regardless of the manner in which the information was

passed to the supported command, a report of the information provided to
the supported command will be summarized in the Quarterly Progress
Report to this headquarters with an indication of the actions taken by
the supported command (see Para 7h below).

{2} (U) Other: Information of counterintelligence interest to
the intelligence community or other agencies will be reported in accor-
dance with established procedures utilizing normal reporting vehicles
such as oral reports, Agent Reports, Spot Reports or Summaries of
Information as appropriate. Information reports will be classified
according to their content., Such reports will indicate when and to whom
the information was passed and what action the command has taken or
plans to take. Subject blocks, special warning notices and Privacy Act
caveats, etc., will be those utilized in established investigative
activity procedures. (AR 381-20 and USARINTA Reg 381-100).

{3 (U) when fragmentary information of counterintelligence in-
terest is initially suxrfaced, the DSSA will attempt to determine whether
or not the information is credible prior to reporting it to the supported
Commander. Preliminary checks may be made only to the extent authorized
in para 3-6, USAINTA Reg 380-100. Should this prove to be insufficient
to establish the credibility of the information, the DSSA will then
refer the matter to group headquarters for coordination with USAINTA.
Credible information concerning a member of the supported command should
be used to support a formal Request for Investigation to USAINTA.

(4) The supported commander or his designated representative
will be.orally briefed on all items of threat information concerning his
command, or be provided written reports as appropriate. Examples of the
types of threat information include satellite overflights, Soviet bloc
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country commercial overflights, communications intercept capabilities/
vulnerabilities from air, ground or water, personnel security vulner-
abilities and others as listed below. Depending upon the source of the
information and its previous distribution within the intelligence com-

; munity, the information may be passed laterally or to higher echzlons in

accordance with established reporting requirements. All information

! gleaned from the operation will be briefly summarized in the Quarterly
Progress Report.

. g. (U) A list of EEI will be developed by the DSSA in order to

' focus specialized coverage on the specific requirements of the local

situation and the supported commander. Examples of EEI are attached at

.. APPENDIX B. It should be noted that the EEI contain items of specific
interest to the supported commander and other items that pertain to lead

. material for use by the US Army intelligence community. A copy of the
developed EEI list will be attached to the initial Quarterly Progress

- Report.

h. (U) A Quarterly Status Report in the format contained at
APPENDIX C will be submitted to Group Headquarters no later thar 10
working days following each calendar guarter. The first report will be
due after the completion of the first full quarter of operation after
initiation. The report should reflect the developments and procress of
the operation, problems encountered, information obtained during the
reporting period, future actions contemplated and lessons learned or
recommendations as appropriate.

.

8. {U) Reducing Vulnerabilities:. Once a security weakness or hazard
has been identified, the DSSA then has the responsibility to make sound
recommendations for corrective actions to be taken by the supported
commander to reduce ©r eliminate them. In making these recommendations,
the DS5A must use good judgement based upon his background and experi-
ence, cost verses absolute security, knowledge of similar instances,
commnon sense, and an intimate knowledge of those technical and/or
specialized security services and/or investigations available to the
supported commander from other USAINTA elements. Each corrective action
must be viable, made on its own merit, be practical and be within the
capability of the supported command. USAINTA Security Support Bulletins
contain excellent examples of "quick-fix" solutions. In those rare
instances when corrective actions cannot be accomplished due to cost
restrictions or limited resources available to the command, the comman-
der must be made aware ©f, and accept the possible security risk(s)
involved.

: 9. It is visualized that situations, incidents or conditions may
! be uncovered which could have serious deleterious effect on the security
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posture of the installation and could not be resolved through the tech-
niques of the DSCCP. 1In these cases, the matter should be expeditiously
referred to Group Headguarters where it will be Dbrought to USAINTA's
attention for resolution, considering ICIPs, SCOPIs, Special Operations,
or other more sophisticated methods.

10. (U} The application of the DSCCP to a supported installation is a
special effort and will probably require the services of the DSSA on a
near full time basis with additional manhours of support furnished by FO
and Group Headquarters. Consequently, FO Commanders and RO SAICs should
proceed with caution in offering this service to commanders to prevent
. over—extending their resources. Nevertheless, the DSSA approach of the
Tk DSCCP is sound and could well be applied to other installations in the
' area of operations but to & much lesser degree than in the DSCCP. This
. should be done as a routine matter and no formal approval is required.
) Thus, one MI Special Agent could become the DSSA to several installa-
;3 tions of lower priority.

ot

4 11. (U) This pamphlet provides policy and guidance for 9024 M1 Group

' personnel in the conduct of all-source, multi-discipline counterintel-
ligence support within the area of responsibility of the 9024 MY Group.
It complements existing US Army Regulations, USAINTA Regulations and
USAINTA policy and guidance. Nothing in this pamphlet shall be con-
strued to contravene or to be in conflict with existing US Army or
USAINTA policy. In the event that possible conflicts may arise, the
provisions of existing US Army and/or USAINTA policy will apply. Any
questions pertaining to possible conflict of the provisions of this
pamphlet with existing policy will be addressed to this headquarters,
ATTN: MIIA-GPB-AC, for further staffing with appropriate USAINTA staff
elements. Comments and recommendations are encouraged and should be
submitted on DA Form 2028 (Recommended Changes to Publications) to this
headquarters for consideration and staffing.

e R
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APPENDIX A TO 902D MI GROUP PAMPHLET 381-3

REFERENCES

1. Army Regulations:

a. AR 18-7, Amy Information and Data Systems, Data Processing
Installation Management, Procedures, and Standards.

b. AR 190-13, the Brmy Physical Security Program
T ¢. AR 340-21, Office Management, The Army Privacy Program.

Cp- .. 4. - AR 380-5, Security, Department of the Army Supplement to DOD
5200.1-R (DODISER). :

W
e. {2) AR 380-10, Department of the Army Policy for Disclosure of
Military Information to Foreign Governments {u).

f£. AR 380-13, Security, Acquisition and Storage of Information
Concerning Non-Affiliated Persons and Organizations. ’

g. AR 380-150, Access to and Dissemination of Restricted pata.

wy

h. )6? AR 3B1-3, Signals Intelligence (SIGINT) (U).
i. AR 381-11, Military Intelligence, Threat Analysis.
j. AR 381-12, Subversion and Espionage Pirected Against US Army

and Deliberate Security Violations (Short Title: SAEDA].

W
k. AR 381-12-1, Processing of SAEDA Incidents (U).
1. Y AR 381-14, Counterintelligence - Technical Surveillance
Countermeasures (U).

m. AR 381-15, Military Intelligence, Domestic Exploitation
Program {U)

n. AR 3B1-20, Military Intelligence, US Army Counterintelligence
(CI} Activities.

O. AR 3B1-141, Military Intelligence, Provisions for Admin-
istration/ Supervision, Control and use of Intelligence Contingency Funds

(ICF)* (U)




p- ( AR 530-1, Operational Security (U).

g- ;?{ AR 530-2, Communications Security (U)-

r.’}ﬁﬁ‘ AR 530-3, Electronics Security (0).

s.fkjtﬁ aR 530-4, Control of Compromising Emanations (U).

t. AR 604-5, Clearance of Personnel for Access to Classified Defense
Information and Material.

u. AR 604-10, Military Personnel Security Program.
2. DCD Publications:
a. DOD 5200.1-R, Information Security Program Regulation.
r. (sI} DOD 5200.1F (M-2) Special Security Manual
c. DOD 5200.28-M, ADP Security Manual

3. DOD 5220-22-M, Industrial Security Manual for safeguarding Classified
Information.

e. DIAM 50-3, Physical Security Standards for Sensitive Compertmented
Information Facilities.

3. FPield Manuals:
a. FM 19-20, Physical Security.
b. FM 30-17, Counterintelligence Operations.
4. ACSI, DA Publications.
a. OACSI Sensitive Installation and Unit List (SIUL).
b. AARGRAMs (as applicable}.
5. USAINTA Publications.
a. USAINTA Reg 10-2, Organization and Functions Manual.
b.’-"y USAINTA Reg 381-1, ICF (U)
. ¢. USAINTA Reg 381-100, Counterintelligence Activities and Procedures.

d. 77( USAINTA Security Support Bulletins (U).
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e. }54/ USAINTA Security Support Program Manual “PHREAT" (U)
f. 1—9() USAINTA Security Support Program Manual "Operations” (U)
g. USAINTA Security Support Program Computer Security Marual.
h. USAINTA baily Operational Reports (as applicable)}.
i. USAINTA Supplement to AR 380-5.
6. 9024 M1 Group Publications:

a.’% 902d MI Group Pamphlet 380-2, Security, SATRAN
Reports (U).

b. 902d MI Group Daily Operational Reports (as applicable).
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APPENDIX B TO 902D MI GROUP PAIMPHLET 381-3

ESSENTIAI, ELEMENTS OF INFORMATION {(EEI)

1. GENERAL: In devising EEI applicable to the supported instal-
latién, each one of the multi-discipline threats must be examined in
conjunction with the mission and situation of the particular target.

The actual or potential vulnerabilities thereby conceived become EEI
affecting the supported installation, Since each installation has its
own specific situation, it is imperative that the DSSA work very closely
with a representative of the supported installation in order to arrive
at an EEI listing tailored to the specific needs of the command. The
references listed at APPENDIX A provide background information and
guidance in devising EEI. Many of the areas covered by these references,

. which heretofore have been of little concern to the Special Agent, are -

now essential elements of knowledge to the DSSA if he is to successfully
accomplish his mission under the DSCCP concept. This is particularly
necessary in the areas of SIGIKNT, PHOTINT, OPSEC and Computer Security,
Listed below are sample EEI for each category. These EEI are tasic and
are only a partial listing provided as an aid in developing a list
peculiar to the supported command. Some of the items may not be germane
to every DSSA but are included as nuclei for possible development of new
or related ideas. The final EEI list prepared by the DSSA should include
the source or sources that can provide the required information.

2. BUMINT: The following elements are those normally attributed to
collection or exploitation by human intelligence sources. The information
will usually be obtained by various HUMINT sources, personal observation
by the DSSA and liaison contacts:

a. HOIS subscriptions or regular acquisition of local and post

newspapers and periodicals. Sources: INO contacts and USAINTA.

b. Deliberate compromise of classified information or unauthor-
ized release of military information to representatives of foreign
governments (ARs 380-5, 380-10, 381-12 and 381-12-1) >

€. Public information releases and local newspaper articles
revealing unclassified but useful (to HOIS) information regarding
the command.

d. Theft, suspected theft, or unauthorized reproduction of
classified documents and or material. :

€. Reported or suspected blackmail or coercion of individuals
employed within the supported command.
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f. actual or attempted physical breaches of restricted area
perimeter security, external or internal.

g. Rarly detection of persons whose activities and/or character
weaknesses may render them vulnerable to hostile intelligence exploit-
atjon. Suitability factors may include:

" {1) Bxcessive indebtedness or reéurring financial difficulties.

U -4-=r"

12y ‘Bnexplalned affluence.

-f13) COaduct renderlng the individual vulnerable to pressure, such
as homosexual, criminal or immoral acts.

_

{4) Bxcessive use:0f alcoholic beverages or improper use of drugs
ar marcotics.

{(S§) Mental or emotional instability or history thereof.
{6) 'Those who attempt to commit suicide.

(7) Drastic changes in behavior to indicate possible unexplained
pressures being brought to bear.

h. Personnel who regularly and voluntarily work during non-duty
hours when uncbserved access to classified data is possible.

i. Sudden unexplained or inadeguately explained absences from
work.

j. Membership in, or association with members of organizations

constituting a local threat against the US Army as defined in AR 3B0~13.

X. Unsolicited correspondence from individuals, organizations or
addressees known to be a threat to the US Army.

1. Allegations or denunciations of espionage or sabotage on the
part of sensitive installation personnel.

3. PHOTINT: This pertains to intelligence obtained by means of

photography, mainly through HOIS satellites oxr HOIS commercial aircraft.

Also included must be threats posed by hand-held cameras operated from
low-flying private aircraft and ground-level photography conducted from
areas outside the perimeter of the installation. Photography from sea-
borne platforms should be considered at installations located near
international waters. Sources ¢of information for this type of data are
documentary sources such as SATRAR messages, schedules of tests, opera-
tions and troop movements, as well as results of liaison contacts and
personal observations. Some sample EEI arc as follows:
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a. Following activities during periods of scheduled overflights by
HOIS satellites and commercial aircraft:

{1) Large and significant training exercises.

{2) Testing of equipment and/or techniques in the open.
{3) Uncamouflaged new or sensitive equipment.

{4) oOther significant movements and activifies.

{5) Concentration of transportation equipment, i.e., transports,
. etec.

b. Build up of major item stockpiles in the open.

¢. Gradual build up of facilities at a test site.

d. Repeated violation of air restricted zones by commercial/private
planes.

e. Appearance of private aircraft during classified, or significant
tests/demonstrations.

f. Placing, operating or testing of new, significant or classified
equipment in areas exposed to the public.

g. Sudden appearance of camera-carrying "tourists”™ in the vicinity,
coinciding with the scheduling of new, unusual and/or classified activity.

pnn N L
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h. Unobstructed windows and apertures in areas where classified

matters are handled, permitting observation and photography from uncontrolled
areas.

i. Foreign vessels, particularily from East Bloc Countries, appear-
ing off-coast of installations near international waters.

4. 5IGINT: Signal intelljgence is derived from the intercept and
analysis of communications, COMINT, and from communications electromagnetic
radiations, ELINFT. HOIS SIGINT collection against US facilities is
accomplished from air-borne, sea-borne, and land-based platforms. BOIS
capabilities in this field are described in the USAINTA Threat Manual and
additional information as to specific threat to the supported installation
may be found in reports of SVAs and SAVEs and/or requested frcm USAINTA.
The field of SIGINT is a very complex and specialized one. Aceguate
protection of a command/installation from HOIS SIGINT ccllection reguires.
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the application of Signal Security (SIGSEC) which includes Comnunications
Security (COMSEC), and Electronic Security (ELSEC). COMSEC measures are
applied to telecommunications systems and has four components; crypto
security, physical security, transmission security and emmission security.
ELSEC pertains to protective measures applied to electromagnetic radiation
of non-communications eguipment and systems to prevent the interception,
analysis or exploitation of those radiations by foreign intelligence. The
DSSA must become sufficiently familiar with the above subjects in order to

recognize vulnerabilities, and know when to recommend a reguest for technical

assistance. References 1h, 1, p, q, r, s, and 54 and e in APPENDIX A will
provide additional information. Purthermore, the DSSA must work closely
with the staff element having responsiblity for SIGSEC of the supporte?
installation. The EEI selected will be the type that can be fulfillec

by human sources, preferably located in communication/electronics work
areas. Some EEI copmon to SIGINT are located in para lc, Appendix to

AR 530-1. Other sample EEI follow:

a. Conducting tests on new or sensitive radars and other non-
campunication emmitters within range of land based, air-borne or sea-borne
HOIS ELINT platforms.

b. Installing and operating electrically operated, infcrmation-
processing equipment which handles classified information without the
application of compromising emanations control measures.,

c. Poor telephone security to include:

(1) Discussion of classifi=d matters over Autovon and commercial
telephone systems.

{2) Discussions of upcoming events which can provide tipoffs to
classified activities.

{3) uUse of double talk in reference to classified messages.
{4} Reading/quoting verbatim portions of classified matters.

5. OTHER EEI: The following items are of interest to the US Army
intelligence community and will be forwarded to this headquarters by
Agent Report format for appropriate action. A statement in Agents Notes
will indicate if and how the information has been reported through other
appropriate channels. As the information will be passed to USAINTA for
possible exploitation bt the Special Operations Detachment or the Director
of Operations as appropriate, the Agent Reports will be classified
CONFIDENTJAL-NO FOREIGN DISSEM. Normally this information is not passed
to the local commander other than to insure that other proper reporting
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procedures are being followed by the command .

a. Identification and extent of foreign contacts of military and
DOD civilian personnel, with emphasis on Soviet bloc countries.

b. Intended foreign travel of military or DOD civilian personnel
to Soviet bloc countries or attendance at social or official fuactions
at which Soviet bloc countries are present. :

c. Foreign business or professional connections and the extent
thereof of military and DOD civilian personnel and their families, with
emphasis on Soviet bloc countries.

d. Solicitation by foreign national or organizations of personal
or official information through official or unofficial channels.

e. Invitations by non-US Government oxganizations or individuals
to members of the supported command to Participate in conferences or
symposia or to submit papers for publications in professional journals
on activities related to their government employment.
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APPENDIX C TO 902D MI GROUFP PAMPHLET 381-3

DSCCP QUARTERLY PROGRESS REPORT
; 1. (u) IDENTIFY: (Name of 9G2d MI Group Field Element providing support}.

2. (U) SUPPORTED COMMAND: (The activity(ies) receiving the support and the
major command (s} involved.)

- ; . 3. () TARGET ANALYSIS: (In the initial report summarize the results
of target analyses conducted for all activities, installations, or

{ '%. separate elements designated and included in the program, by order of
g = priority of support. Subordinate elements large enough to be designated
ﬁi,, gub~targets will be listed in subparagraphs. In subseguent reports,
é@gg" indicate only changes as they occur.)

. 4. { ) QUARTERLY BRIEFING OF SUPPORTED COMMAND

a. Circumstances: In brief narrative form, cite date(s), identities
- of all persons present, and subjects discussed and results of the briefing(s}.

b. Recapitulation of Operational Progress During the Period: In
as many subparagraphs as may be required, cite significant developments
as pertain to development of the program, improvements in tarcet coverage,
and any operaticnal readjustments made during the period. 1In citing
_f specific items of interest, identify each by making reference to the S
appropriate reports made during the reporting period which contained .
details of the topic discussed with the commanders, if applicable.

-

c. Significant Counterintelligence Information Developed: 1In as
many subparagraphs as may be required, cite identities of personalities,
incidents, or groups discussed with reference to the report previously
submitted. :

-

oy -t

5. () INFORMATION SUBMITTED:

e

a. To the local commander and actions implemented or taken as a
result: '

Action Taken bate of Action

Subject Type Information Developed
b. To the intelligence community;

Subject Type Information Developed To whom reported

€. () COMMENTS, REMARKS AND RECOMMENDATIONS:

In this paragraph, indicate any general remarks or indications of special
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interest shown by the supported command that are not covered in above
paragraphs. These remarks should reflect the commander's assessment of
the viability of the program, whether it is meeting the objectives and
achievements as he sees them, and any problems and/or recommendations.
BRlsc indicated the extent with which the commander or his representative
has cooperated with the FO/R0O and/or this group and any pertinent remarks
which could serve to improve the DSCCP support to the command. Where
problem areas have been encountered, findings and recommended solutions
will be provided. Lessons learned should be included to assist in the
planning and implementation of other operations. A statement will be
entered as to whether any information concerning non-affiliated DOD
civilians or organizations was reported (AR 380-13). If affirmative,

.i " reference specific report or attach copy. Utilize subparagraphs to
explain or amplify information or data reported.

NOTE: <Classify each paragraph according to its conbent. Because ©f the
distribution of this report, care must be taken to insure that the
contents of the report do not reveal SI/SAC access material. An example
of this would be to include the Statement "“three items of PHOTINT
information, reference messages ’ , and ;, were received
; and passed to the supported command. Appropriate actions were taken",
! without revealing the SI/SAO information contained within the reference
messages. ’
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