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Military Intelligence

DIRECT SUPFORT COMPREHENSIVE COUNTERINTELLIGENCE PROGRA!'~ (DSCCP) (U)

(U) REFERENCES: See APPENDIX A_

2. (D) PURPOSE: 'i'his pamphlet establishes policy, guidance, and standard-
ized procedures for the conduct of all-source, multi-discipline ccunterintel-
ligence support within the 902d MI Group's area of operation.

t 3. (U) GENERAL :

a. The Commander, 902d MI Group, has the responsibility to notify
commanders of Army installations and units in the group's area of operation
when:

(1) Any situation or condition exists that poses a threat to the
internal security of that Army element.

(2) Any situation exists that might adver~ely affect the cor~jandcr's

capability to perform his mission.

. (3) Information indicates a probable emploYer.\ent of mill tar'! resources

to counter a threat to the installation.

In order to acquire information of situations or conditions that may pose a
threat to the supported commander, field elements must aggressively seek it

and not wait for it to be reported through normal sequence of eve:1ts. This
is particularly essential for those unitsjinstallations-declaredto be crit-
ical sensitive.

,..

--

b. The DSCCP is one of a series of graduated intensity colli,terintelli-
gence programs designed to provide the proper coverage based On the security

vulnerability of a particular installation. In relationship to other gradu-
ated counterintelligence programs listed in USAINTA Regulation 381-100, the
DSCCP would, in certain instances, serve as a means of identifying the need

for programs of greater intensity such as SVAs, or SAVEs, or, in other in-
stances, may serve as follow-up support subsequent to such intensified

services. It provides the broad 'spectrum of coverage to include a multi-

discipline approach with provisions that the information gathered be report-
ed expeditiously to the responsible commander. The program systematically

focuses on providing threat information On the most critical area within

the target installation in order to provide the required info01ation to th~
supported commander.
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c. This program is not symnymous with, nor is it
with, the I~ternal counterintelligence Program, Special
defined in FM 3D-17A, or the Special Covert Operational
(SOOPI) as defined in ~ Regulation 381-100.
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,~ma ~~ the. ob~ve ~f de~.or anti.~pating sit~bons and
_ ,,';-,'''. f..-.~':...~'.~~~ Qy ~ce [1IOMIIft'~Di'l'} ,tiihicb ar~ or may become. ~ ..~:'-"-:~.7~'~~'tO"tl~f.85T~,qr POS~-i.;~~rtea instaUat:~on. It

. -' ,,".' :~...~:.. Krect, ~rt Special ~. (OSSA) in IDl overt cont:L.nuous
. f.~' ,,:..:;. ~_oI' ~ >l-1nforu.t1on And REOvi4in9 it to the commandeJc in a

.:. .;,~:":",.;. ""t.11iely JNJ1riAr ~ wb11.e cooourrently providing sound recommendations for
- '--.1:be rec!ucUoo and/or eliJrlnation of security hazards, vulnerabilities on

~t.s pose:d by hostile.factors.

- .

,
b.,~ OSSA ~ai~s the required information from overt investi-

ptJ,ve -8Ctivities ADd f1'(8 a number and variety of sources and contacts
wi~n and in the vicinity of the supported installation. Confidential
sources are not utilized. He is fully supported in this task :by the
intervening echelons at Field Offices, Group, and USAINTA.

c. The DSCCP is a complementary service provided to the supported

commander to assist him in improving the security posture of his instal-
lation. It is not intended. to duplicate nor to usurp !:be functions and
responsibilities of the G-2 or of the Security Manager.

t
I

5. RESPONSIBILITIES:(U)

a. The Commander, 902d MI Group, is the approving authority for all
DSCCP operations conducted within the group's area of operation.

b. 'J'he53, 902d HI Group is responsible for the following:

(1) Coordinating the selection of ~ts/installations as candi-
dates for DSCCP with the appropriate tJSAJ:HrA staff elemente.

..,;.
(2) . "'nitorinq DSCCP operations OX! a cont.inu1ng basis aDd periodic-

a1.ly infoxaing appropriateUSAINTA staff elements of their progress.
-"

..

...(3} "Conducting an annual review of each DSCCP opera'tion to deter-
mine if it is stillnecessary and if 50~ to asure that it remains viable.

, .

-c.
-

Field Offic~~anders are re~nsible for the following:
. ,,.

1

(1) Initiating proposed DSCCPoperations for installationslocated
within their areas of operation.,

.
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(2) Conducting DSCCP operations within their area after approval by

the Group commander and coordination with the supported commande'rs.

(3) Desi9nating the
up suPPort, and arranging
information' a.s required.

DSSA for each DSCCP operation, providing f0110..-

for DSSA clearance and access to compartmented

(4) Briefin9 of ~ supportedcOlllllanders on the results of DSCCP
.

Operation at xeqular intervals per mutual agreements.

j
.

.

f

l

__~:_'__ . (5) Establish procedures to maintaincontinuity of the program

J~:~L,,:,,-~-,~'::~B o~ the DSSA. When possible, an alternate DSSA "lill be

~'-.'-_~c._.(~ ~s AND SCOPE:
~\~ -~.i,j~?

..

~.,~ ~
~.
'!~

.
A. (U) The designation of installations or Army elements as can-.>

didates for the DSCCP will be a coordinated action between the Field
Office ~3~er and the supported commander. In some casesr.the. action
may be directed by the Group Commander or USAINTA following a request for

special counterintelligence support from a major commander. Regardless
of the origin of the request, DSCCP operations will always be conducted

with the full consent and knowledge of the supported commander.

b. ~ The selection of installations to be considered for the

DSCCP mu~ discriminatory and based on a genuine need for this man-
power intensive service in order to avoid over-commitment of assets.

The target installation must be one that is on the ACSI Sensitive

Installationand Unit List (SIUL) and one that is a potential c,r actual
target of hostile intelligence services. It is recognized that some

field offices and resident offices have numerous sensitive inst.alla-
tions in their area, many of which may be categorized as critical.
Therefore, it is essential that each FO/RD maintain a listing of these

installations in order of priority. In determining. the order of prior-
ity, factors such as mission sensitivity, and impact of camprQmise on

the security of the United States, etc., will all have to be analyzed
and a value judgement must be made based upon actual knowledge of the
local conditions, as to which installation has a greater need for special
support. The installations heading the list will get first consideration.

c.t..~ Proposed concept w~ll be subnitted to the Group Commander
by letter for approval. The letter will indicate the installa1:ioncom-
mander's concurrence in the program. The concept will oontain a listing
of missiontJ. sensitivitie-s. -and those internal and external faetors which
cay pose a threat to the installation. Vulnerabilities to huma.n sources,
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Co~~unications intercept, overhead and ground photography, and ,J~herappro-
priate technical/scientific factors will be included if known. This infor-
mation will be extracted iran the tuget analysis (Para 7a) or from the
SVA if one has been c~leted. The concept must address actions to be
-taken to Cl.etectand counter these threats.

d.
.

(U) Occ:a.sional expenditures of ICF in support of this program is

authorized ~ will be ~roce6sed in compliancewith the provisions of AR
381-141 8D4 ~ Re9Ulation 381-1. Recurring expenditureswill be sup-
-:ported by . ~DM1 request Eor authority if such expenditures are antici-
pated. .-,i'

~
J -'1:. . ~do -"tt'be conduct of i.nveKigations of and storageof information

'.: ~.~~
.-:-

.con~ persons and organizations not affiliated with the Department
. .

~~.~
._

--Of Def~8e are prohibited unless authorized under the provisior.s of AR....
180-13.

.,;(U.~ GDI~.T1IRS:.

The actions listed below are considered to be minimum. essential for the
implementation of this program and are not to be considered as all-encom-
passing. 'l'hey should be modified as appropriate to meet situations and
needs peculiar to the supported installation. Common senSe and experience

will likely dictate additional or supplementary means to be employed in
order to successfully attain the objective.

..

~
".

.' ..'

a. (U) Conduct a target analysis of the unit/installation to iden-
tify, in order of priority, the most critical and vulnerable ~:eas and the
multi-discipline threats to which they are exposed. Reference will be
made to the following: tJSAINTA security Support Bulletins, "THREAT" Man-
uals, completed SVA/SAVE Reports, CI Survey and InspectionReports, PH!MP
Crime statistics and Incident Reports, and Communications security Reports,
when available and applicable. The original copy of the analysis will be
maintained at the FO/RO level. Appropriate data will be extracted and
included in the initial Quarterly Progress Report. The analys:ls should
be reviewed and updated periodically in subsequent Quarterly P]~ogress

Reports.

~~":.
.~
. ~

..

:?1f. .

b. (tJ) Assign a mature, experienced HI Special Agent as a Direct
Support Special Agent (DSSA) to provide all-source direct support to the
supported commander or his designated representative. The DSSA JIlust be-
come intimately knowledgeable of the supported colmland's mission, func-
tions, security status and vulnerabilities. As the p'zogram will be
overt in nature, the OSSA will be known as the primary USAINTA point of
contact to all withiJ1 the suppOrted units/installations. The DSSA will

require a TOP SECRET clearance and an Sl/SAO special access.
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c~-w.. .. The task of the DSSA is to develop a sufficien.:. number
of so~~~nformation to provide the best possible coverage to the
unitjinstallation and personnel of the element to detect securi'ty vul-
nerabilities, and make sound recommendations for their reduction and/or

elimination. The DSSA should work closely with the security manager to
coordinate appropriate matters and to avoid duplication of effort. How-
ever, care should be taken not to duplicate or usurp functions and re-
sponsibilities rightfully assigned to the security manager.

.

(1) Human sources of information will include Conventional Sources
(Incidental,Casual, and Official) and Liaison Contacts as described in

chapter 6, PM 30-17. ConfidentialHuman Sources will not be utilized.
Anonymity may .beprovided through the provisions of the Privacy Act of
1974 ~ the source so requests. The association between the DSSA and

. CORventiona.l Sources or Liaison Contacts will not normally be classified.

..

(2} Maximum use will also be made of Documentary and Technicalj
Materiel Sources to include, but not be lirni ted to, SATAAN Mes~;ages,
Deparbnent of the Army intelligence publications and/or bulletins;
-USAINTA Security Support Bulletins and "THREAT" Manuals; SAVE/SVA re-
ports; Military Police Reports, and Serious Incident Reports. Special
attention should be paid to message traffic concerning alerts, advisor-
ies or warnings concerning events or situations affecting the supported
command.

d~ A contact card file will be maintained at the supporting
office to identify conventional sources and liaison contacts. This file

will be integrated into the existing contact card file already established

for use in the routine mission of the FO/RO. It must be readily available
for DSSA personnel at all times. Individual cards will be ann~tated

when the contact is in support of a specific DSCCP operation. LACs will

be conducted on casual sources with the results reflected in the contact
card file.

~}

-
o'
J

~.' .. --"

--

Consideration should be given be conducting a system-
atic review of the dossiers of personnel occupying key and sensitive

positions to insure that all such personnel have been properly cleared
and to determine if unresolved security matters exist. This issue will

be discussed with the supported commander if such a review is deemed
necessary, the DSSA should recommend that the commander undertake the

action. If the commander requests that the review be conducteu by the
DSSA, then the matter will be referred to group headquarters ~~ere re~

solution will be made in conjunction with the appropJ:iate USAINTA staff
elements. The DSSA may assist the supported command in the review of
dossiers but may not take any investigative action to resolve issues.

He will advise the supported command to subnit requests to US]\INTA when-

ever investigative action is indicated.

5
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Reporting of Information:

{I) (U) TO the local commander: Information of counterintelligence
interest affecting the security posture of the unit/installation will be
reported to the supported commander or his designated representative in

a timely and complete manner. The information may be reported orally,
by Agent Report fOrBat, or by Summary of Information (501) forn.at, as
appropriate. While most items of information will be passed on an
oral basis only, there may be certain instances when the coI!\.'t\ar:,derwill

4esire ~itten reports from the DSSA to be later attached as backup
informatiOn to his Request for Investigation.. In these instances, ARs
COR~Ai nhtf~ the adverse alle<Jation may be passed when the full consent of

the sources of the information bas been obtained. Bo ever, whe,n a
source of information desires confidentiality, to protect the ~.ource,

, the DSSA can then pass in the informationonly on an oral basi~.or by
SOl' fOI1ll8t. 'Regardless of the -manner in which the informationwas
passed to th~ supported command, a report of th~ information provided to
the supported command will be summarized in the Quarterly Progress
Report to this headquarters with an indication of the actions 1:aken by

the supported command (see Para 7h below).

(2) (U) Other; Information of counterintelligence interest to

the intelligence community or other agencies will be reported :In accor-
dance with established procedures utilizing normal reporting vehicles
such as oral reports, Agent Re?Orts, Spot Reports or summaries of

Information as appropriate. Information rep.:Jrtswill be classified

according to their content. Such reports will indicate when ~1d to whom

the information was passed and what action the command has tak'~n or
plans to take. Subject blocks, special warning notices and Privacy Act

caveats, etc., will be those utilized in established investigative

activity procedures. (AR 381-20 and USAINTA Reg 381-100).

,.

.

r
j

r,

(3) (U) When fragmentaryinformationof counterintelligencein-
terest is initially surfaced, the DSSA will attempt to determioe whether
or not the information is credible prior to reporting it to the supported
Commander. preliminary checks may be made only to the extent authorized
in para 3-6, USAINTA Reg 380-100. Should this prove to be insufficient
to establish the credibility of the information, the DSSA will then
refer the matter to group headquarters for coordinati~n with USAINTA.
Credible information concerning a member of the supported command should
be used

~~rt
a formal Request for Investigation to USAINTA.

(4)t)51 The supported commander or his designated representative
will be.orally briefed on all items of threat information concerning his

ccxnmand, or be provided written reports as appropriate. Examples of the
types of threat information include satellite overflights. Sov'iet bloc
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country commercial overflights, communications intercept capabi U. tiesl
vulnerabilities from air, ground or water, personnel security vulner-

abilities and others as listed below. Depending upon the source of th~
information and its previous distribution within the intelligence com-
munity, the information may be passed laterally or to higher ech?lons in

accordance with established reporting requirements. All information
gleaned tram the operation will be briefly summarized in the Quarterly
Progress Beport.

- 00 ~

g. 'U) A list of EEl will be developed by the DSSA in order to
focus s~ial.ized goverage on the specific requirementsof the local
situation and the supported ~f1der. Examples of EEl are attached at

.APPENDIX ~ Xt. ahould be noted that the EEJ: contain items of specific
interest. to- the supported coerunanderand other items that pertain to lead

. ~teria.l. fQX use by the US Army intelligencecommunity.A copyof the
developed EEI list will be attached to the initial Quarterly Progress
Report.

.
i.

h. (U) A Quarterly Status Report in the format contained at
APPENDIX C will be submitted to Group Headquarters no later than. 10

working days following each calendar quarter. The first report will ~
due after the completion of the first full quarter of operation afte~

initiation. The report should reflect the developments and prot;,ress of
the operation, problems encoW1tered, information obtained durio9 the
reporting period, fu~ure actions conteInplated and lessons learned or

recommendations as appropriate.

8. (U) Reducing Vulnerabilities:. Once a security weakness or hazard
has been identified, the DSSA then has the responsibility to make sound
recommendations for corrective actions to be taken by the supported
commander to reduce or eliminate them. In maJr;.ing these recommendatio::1s,
the DSSA must use good judgement based upon his background and experi-
ence, cost verses absolute security, -knowledge of simi lar instances

I

COITU:lonsense, and an intimate knowledge of those technical and/or
specialized security services and/or investigations available to the
supported commander from other USAINTA elements. Each corrective action

must be viable, made on its own merit I be practical and be wi th:Ln the
capability of the supported command. USAINTA Security Support Bulletins

contain excellent examples of "quick-fix" solutions. In those :rare

instances when corrective actions cannot be accomplished due to cost
restrictions or limited resources available to the command, the comman-
der must be made aware bf, and accept the possible security ris:1c (5)

involved.
.

9. ~ ~t is visualized that 'situations, incidents or conditi.:>ns may
.

be uncovered which. could have serious deleterious effect on the security
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=-

I
--- I

;,'

I

"'"

0_- _. _ - --......



t-
o

"-
\

1,
. i

902d 1-11 Group
-
pamPhle~!

No. 381-3 22 April 1975

posture of the installation and could not be resolved through the tech-
niques of the pseep. In these cases, the matter should be exped:i.ti0\1~ly

referred to Group Headquarters where it ill be brought to uSADITA's
attention for resolution, considering ICIPs, SCOPIs, Special Operations,
or other more sophisticated methods.

\.
-t

10. (U) The application of the [)SCCPto a supported installation is a
special effort and will probably require the services of the DSSA on a

near full time basis with additional manhours of support furni6hi~d by FO
and Group Headquarters. Consequently, Fa Commanders and RO SATCs should

. proceed with caution in offer~g this service to commanders to prevent
over-extending their resources. Revertheless, the DSSA approach of the
DSCCP is 90UDd and could well be applied to other installations in the
area of operations but to a much lesser degree than in the DSCC~. This
should be done as a routine matter and no formal approval is required.
Thus, one HI Special Agent could become the DSSA to several installa-

tions of lower priority.

11. (0) This pamphlet provides policy and guidance for 902d HI Group
personnel in the conduct of all-source, multi-discipline counteI~intel-

ligence support within the area of responsibility of the 902d MI Group.

It complements existing US Army Regulations, USAINTA Regulation~; and
USAINTA. policy and guidance. Nothing in this pamphlet shall be con-
strued to contravene or to be in conflict with existing us Army or
USAINTA policy. In the event that possible conflicts may arise, the
prov.isions of e):isting US Army and/or USAINTA. policy will appl:r' _ Any
quest.ions pertaining to possible conflict of the provisions of this
parnp"!llet with existing policy will be addressed to this headquarters,
ATrN; MIIA-GPB-AC, for further staffing with appropriate USAINTA staff

elements. Comments and recommendations are encouraged and should be
submitted on DA Form 2028 (Recommended Changes to Publications) to this
headquarters for consideration and staffing.

3 :Inel
Appendix A -
Appendix B -
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REFERENCES

1. Army Regulations:

A. AR 18-7, Army Information and Datu systems, Data Processing
Installation Management, Procedures, and Standards.

b. AR 190-13, the Army Physical Security Program

c. AR 340-21, Office Manageroent, '!'he Army Privacy Program.

'1'_ . _' ~ .. AR 380-5, Secu.ri ty, DepartJnent of the Army Supplement to OOD
5200.1-R (DODISPR).

'1A./
e. ~ AR 380-10, Department of the Army Policy for Disclosure of

Military Information to Foreign Governments (u).

ca.

f. AR 38G-13, Security, Acquisition and Storage of lnfo~\ation

Concerning Non-Affiliated Persons and Organizations.

9. AR 380-150, Access to.

-u..(

h. jt) AR 381-3, Signals

and Dissemination of Restricted Data"

..:(U) .Intelligence (SIGINT) ...;

i. AR 381-11, Military Intelligence, Threat Analysis.
~ -.
".~-.

j. AR 381-12, Subversion and Espionage Directed Against US Army
and Deliberate Security Violations (Short Title: SAEDA).

k. ~AR 381-12-1, Processing of SAEDA Incidents (U).

1. ~ AR 381-14, Counterintelligence - Technical Surveillance
Countermeasures (u).

m. ~ AR 381-15, Military Intelligence, Domestic Exploitation
Program

~...

_,.. i-

n. AR 381-20, Military Intelligence, US Army counterintelligence
(Cl) Activities.

o.~ AR 381-141, Military Intelligence, Provisions for Admin-
i5tratio~upervision, Control and use of Intelligence Contingency Funds
(ICF)' (U)

-- -~-.~ --"' ~ -~ - ----
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AR 530-1, Operational Security (D).

AR 530-2, communications Security (U).

AR 530-3, Electronics security (D).

AR 530-4, Control of c~proIDising Emanations (D).

t. AR 604-5, Clearance of Personnel for Access to Classified Defense

Information and Material.

u. AR 604-10, Military Personnel Security program.

2. DOD Publications:

a. COD 5200.l-R, Information Security Program Regulation.

b. (51) DaD 5200.JF (M-2) Special security Manual

c. DOD 5200. 28-M, ADP security Manual

d. OOD 5220-22-M, Industrial Security Manual for Safeguclrding Classified
Information.

e. DIA}i 50-3, Physical security Standards for Sensitive Comp~rtmented
Information Facilities.

3. Field Manuals:

a. FM 19-30, physical Security.

b. FM 30-17, Counterintelligence Operations.

4. ACSI, DA publications.

a. OACSI sensitive Installation and unit List (SIDL).

b. AARGRAMs (as applicable).

5. USAINTA Publications.

a. USAINTA Reg 10-2, Organization and Functions Manual.

b.~ USAINTA Reg 381-1, ICF
(U)

. c. USAINTA Reg 381-100, Coun~erinte11igence

Y
USAINTA

Activities and procedures.

d. Security Support Bulletins (U).



e. ~USAINTA security Support Program Hanual "THREAT" (U)

f.~ USAINTA Security support Program Hanual "Opt".Ldtions" (U)

-.- .--.------.......

f

;

g. USAINTA Security Support Program Computer Security Har.ual.

h. USAINTA Daily Operational Reports (as appliCable).

i. USAINTA Supplement to AR 380-5.

r 6. 902d HI Group Publications;

a.~ 902d HI Group p~phlet 3BO~2, Security, SATRAN
Reports (U) .

b. 902d MI Group Daily Operational Reports (as applicable).
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ESSENTIAL ELEMENTS OF INFORHATION (,EEl)

L~ GENERAL: In devising EEl applicable to the supported instal-

la::.r each one of tbe multi-discipline threats must be: eXaI:\ined in

conjW1ction with the mission and situation of the particular ta:cget.

'!'he actual or potential vulnerabilities thereby conceived become EEl
affecting the supported ~nstallation. Since each installa~ion :~S its

own specific situation, it is imperative that the DSSA work v,ery closely
with a representative of the supported installation in order to arrive
at an EEI listing tailored to the specific needs of the command. The
references listed at APPENDIX ~ provide background information and
guidance in devising EEL Many of the areas covered by these references,

which~etofore have been of little concern to the Special Agent, are
now essential elements of knowledge to the DSSA if he is to successfully

accomplish his mission under the DSCCP concept. This is particularly
necessary in the areas of SIGINT. PHOTINT, OPSEC and computer Security.
Listed below are sample EEl for each category. These EEl are l;,asic and
are only a partial listing provided as an aid in developing a list

peculiar to the supported command. Some of the i terns may n-:>tbe germane

to every DSSA but are included as nuclei for possible development of new

or related ideas. The final EEl list prepared by the DSSA should include
the source or sources that can provide the required information.

2. ~ HUMINT: The following elements are those normally attributedto

.

collection or exploitation by human intelligence sources. The information
will usually be obtained by various HUMINT sources, personal ol}servation
by the DSSA and liaison contacts:

.

t,

I
I

I
I

i ~, ..

~
, ,

:0.

"

a. HOIS subscriptions or regular acquisition of local and post
newspapers und periodicals. Sources: !.NO contacts and USl\INTi\.

b. Deliberate co~~romise of classified information or w1author-
ized release of military information to representatives of fo:reign
governments (ARs 380-5, 380~lO. 381-12 and 381-12-1)

c. Public information releases and local newspaper articles

revealing unclassified but useful (to HOIS) information regarding
the command.

,
I

f

J
,.

I

d. Theft, suspected theft, or unauthoriz~d reproduction of
classified documents and or material.

e. Reported or suspected blackmail or coercion of individuals
employed within the supported command.
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f. Actual or attempted physical breaches of restricted area
perimeter security, external Or internal.

9. Early <5etectionof persons whose activities and/or ch;Hacter
weaknesses may render them vulnerable to hostile intelligence exploit-
ation. SUitability factors may include;

U) 1ba::88sive indebtedness or recurring financial difficulties.
<I n ~

-
(~)

- - .
" '

Uhe¥p~Bined affluence.
,"

-13) Ooeduct readering the individualvulnerable to press'Jre, such
as bo8osexual, criminal or iaDoral acts.

-.
-

,;..-- . (4) Bxoeasive use.of alcoholic beverages or improper use of drugs

or aarcoticB.

(5) Mental or emotional instability or history thereof.

(6) Those who attempt to commit suicide.

(7) Drastic changes in behavior to indicate possible;, tU1explained

pressures being brought to bear. ....

.". .....
~ ~.

.v.
'.h. Personnel who regularly and voluntarily work during nJn-duty

hours when unobserved access to classified data is possible.

i.
work.

Sudden unexplained or inadequately explained absences from

~-i

i

j. Me~~ership in, or association with members of organizations
constituting a local threat against the US Army as defined in ~R 380-13.

k. Unsolicited correspondence from individuals, organizations or
addressees known to be a threat to the US Army.

...

1. ~legations Or denunciations of espionage or sabotage on the
par

!
senSitive installation personnel.

3. PHQTINT: This pertains to intelligence obtained by means of
pho raphy, mainly through HOIS satellites or HOIS commercial aircraft.

Also included must be threats posed by hand-held CaJDeras operated from

low-flying private aircraft and ground-level photography conducted from

areas outside the perimeter of the installation. photography from sea-

borne platforms should be considered at installations located near

international waters. Sources of information for this type of data are

documentary sources such as SATRAN messages, schedules of tests, opera-

tions and troop movements, as well as results of liaison contacts and
personal observations. 'Some sample EEl arc as follows:

'.
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a. Following activities during periods of scheduled overflights by
HOIS satellites and commercial aircraft;

(1) Large and significant training exercises.

t

{2) Testing of equipment and/or techniques in th~ open.

I

i

(3) Uncamouflaged new or sensitive equipment.

(4) Other significant mov~~ents and activities.

(5) Concentration of transportation equipment, i.e., transports,
. etc.

b. Build up of major ite~ stockpiles in the open.

c. Gradual build up of facilities at a test site.

d.
planes.

Repeated violation of air restricted zones by co~ercial/private

-
,

e. Appearance of private aircraft during classified, or 5ignific~nt
tests/demonstrations.

f. Placing, operating or testing of new, significant or classified

equipment in areas exposed to the public~

g. Sudden appearance of camera-carrying "tourists" in the vicinity,

coinciding with the scheduling of new, unusual and/or classified activity.

h. Unobstructed windows and apertures in areas where classified
matters are handled. permitting observation and photography from uncontrolled
areas.

i. Foreign vessels, particularly from East Bloc Countries, appear-

in

~
ff-coast of installations near international waters.

4. SIGINT: Signal intelligence is derived from the intercept and
ana ysis of communications, COMINT. and from communications electromagnetic

radiation5, ELINT. HOIS SIGINT collectioo against US facilities is
accomplished from air-borne, sea-borne, and land-based platforms. HOIS
capabilities in this field are described in the USAINTA Threat Manual and

additional information as to specific threat to the supported installation
may be found in reports of SVAs and SAVEs and/or requested frcm U5AINTA.

The field of SIGINT is a very complex aod specialized one. Adequate
protection of a command/installation from HOrs SIGINT collection requires.

-_1\ i :.' -
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the applic3tion of Signal Security (SIGSEC) which includes Com~unications
Security (COI'ISEC), and Electronic security (ELSEC). cr')l"..5EC mea.sures are
applied to teleccmm.unications systems and has four compow~nts; crypto
security, physical security, transmission security and ~issi~n s~curity.

ELSEC pertains to protective measures applied to electromagnetic radiation
of non-communications equipment and systems to prevent the interception,

analysis or exploitation of those radi3tions by foreign intelligence. The

DSSA must become sufficiently familiar with the a.OOve subj ects in order to
recogni2'.e vulnerabilities, and know when to reconunend a requeE;t for technical
assistance. References lh, 1, p, q, r, S, and 5d and e in APPENDIX' A will

provide additional information. Furthermore, the DSSA must work closely

with the staff element having- responsiblity for SIGSEC of the supporte.:1
installation. The EEl selected will be the type that can be ~:ulfilleG

by hwnan sources, preferably located in communication/electronics work

areas. Some EEl Co;mIOn to SIGINT are located in para lc, Appendix to

AR 530-1. Other sample EEI follow:

'\
a. Conducting tests on new or sensitive radars and other nOn-

communication' emmitters within range of land based, air-borne or sea-borne
HOIS ELINT platforms_

b. Installingand operating electrically operated, infc,rmation-
processing equipment which handles classified informationwit;hout the
application of compromising emanations control measures.

c. Poor telephone security to include:

(1) Discussion of clas5ifi~d matters over Autovon and ~~ercial
telephone systems.

(2) Discussions of upco~ing events which can provide tipoffs to

clclssified activities.

(3) Use of double talk in reference to classified mess3ges.

(4) Reading/quoting verbatim portions of classified ma.tters.

5.~ OTHER EEl: The following items are of inter~st to the US Army
intelligence community and will be forwarded to this headquarters by
Agent Report format for appropriate action. A statement in Agents Notes

will .indicate if and how the information has ooe:1 reported 1:hrough other
appropriate channels. As the information will be passed to USAlNTA for

possible exploitation bt the Special Operations Detachment or the Director

of Operations as appropriate, the Agent Reports will be classified

CONFIDENTIAL-NO FOREIGN DISSEM. Normally this information is not passed
to the local commander other than to insure that other proper reporting
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procedures are being followed by the command.

a. Identification and extent of foreigTlcontacts of mili tiHY and
DOD civilian personnel, with emphasis on soviet bloc countries.

b. Intended foreign travel of roilitary or OOD civilian personnel

to Soviet bloc countries or attendance at social or official fu~ctions
at which Soviet bloc countries are present.

c. Foreign business or professional connections and the eKtent
thereof of military and OOD civilian personnel and their faJT,ili esI with
emphasis on Soviet bloc countries.

d. solicitation by foreign national or organizations of personal

or official information through official or unofficial channels.

e. Invitations by non-US Government organizations or individuals

to members of the supported command to Participate in conferences or
symposia or to submit papers for publications in profe5s~onal journals

on activities related to their government employment.
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APPENDIX C TO 9020 MI GROUP PAHPHLET 3Bl-3

DSCCP QUARTERLY PK>GRESS REPORT

1. (U) IDENTIFY: (Name of 902d MI Group Field Element provid:.ng support).

2. (V) SUPPORTED COMMAND:
major command(s) involved.)

(The activity(ies) receiving the support and the

3. () ~ ANALYSIS: (In the initial report ,sUmmarize the results
of tarqetanAlyses conducted for all activities,installations,or
separate elementsdesignatedand includedin the program,by ot:"der of
priority of supj?Ort. Subordinate elements large enough to be designated

.sub-ta.rgets will be li.sted in subparagraphs. In subsequent reports,
indicateonly changes .a5 they occur.)

4. ( ) QUARTERLY BRIEFING OF SUPPORTED COMMAND

a. Circumstances: In brief narrative form, cite date(s), identities
of all persons present, and subjects discussed and results of the briefing(s}.

b. Recapitulation of Operational Progress During the period: In
as many subparagraphs as may be required, cite significant developments

as pertain to develo~ent of the program, improvements in tarset coverage,

and any operational readjustments made during the period. In citing
specific items of interest, identify each by making reference to the
appropriate reports made during the reporting period which contained

details of the topic di5cussed with the commanders, if applic<wle.

c. Significant Counterintelligence Information Develo~i: In as
many subparagraphs as may be required, cite identities of per!~nalities,

incidents, or groups discussed with reference to the report p:ceviously
submitted.

5. ( ) INFORMATION SUBMITTED:

a.
result:

To the local commander and actions implemented or ta};en as a

Subject !.Y£.e Information Developed Date of ActionAction Taken

b. To the intelligence community.

Subject Type Information Developed To whom reported

6. ( ) COMMENTS, REMARKS AND RECOMMENDATIONS:

In this paragraph, indicate any general remarks or indications of special

879
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interest shown by the supported command that are not covered in above

paragraphs. These remarks should reflect the commander's asses~ment of

the viabil.ity of the program, whether it is meeting the objectives and
achievements as he sees them. and any problems and/or recommendations.

Also indicated the extent with which the commander or his representative
has cooperated with the FOjRO and/or this group and any pertinent remarks

which could serve to improve the DSCCP support to the conunand. Where
probleJn areas have been encountered, findings and recommended solutions

will be provided. Lessons learned should be included to assist in the
planning and ~lementation of other operations. A statement 'Nill be

entered as to whether any information concerning non-affiliate5 DOD

civilians or organi£ations was "reported (AR 3BO-13). If affirmative,

reference $pacific report or attach copy. Utilize subparagraphs to
explain or amplify information or data reported.

NOTE: Classify each paragraph according to its conbent. Because 'Of the
distribution of this report, care must be taken to insure that. the
_contents of the report do not reveal SI/SAO access material. An example

of this wou1d be to include the Statement "three items of PHOTINT

information, reference messages . and , were received
and p<:t5Sed to the supported command. Appropriate actions were tak~n",
without revealing the SI/sAO information contain~d within the reference
messages.
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